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The Space Radiation Environment
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@ Space Radiation Environment

SolarPrqt

@r lons

Trappec Particles

@’ Sunspot Cycle:
An Indicator of the Solar Cycle

Sunspot Numbers
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Solar Particle Events

T Holloman AFB/SOON
Cyclical (Solar Max, Solar Min)
— 11-year AVERAGE (9 to 13)
— Solar Max is more active time period
Two types of events

— Gradual (Coronal Mass Ejections — —
CMEs)
+ Protonrich

— Impulsive (Solar Flares)
+ Heavy ion rich \

Abundances Dependent on Radial

&

Solar Proton Event - October 1989

Proton Fluxes - 99% Worst Case Event

Counts/cm?/s/ster/MeV




Free-Space Particles: Galactic
Cosmic Rays (GCRs) or Heavy
lons

« Definition
e AGCRionisadmedpalﬁde CREME 96, Solar Minimum, 100 mils (2.54 mm) Al
(H, He, Fe, etc)
— Typically found in free space
{galactic cosmic rays or GCRs)
« Energies range from MeV to

GeVs for particies of concern
for SEE

« Origin is unknown
— important attribute for impact

 Fluence (Wom?/day)

@ Trapped Particles in the Earth’s Magnetic
Field: Proton & Electron Intensities
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A dip in the earth's dipole moment
T

causes an asymmetry in the picture above
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SAA and Trapped Protons:

Hitachi 1M Altitude 650km - 750km

~ Effects of the Asymmetry in the Proton Belts on
SRAM Upset Rate at Varying Altitudes on CRUX/APEX
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Solar Cycle Effects:
Modulator and Source

Solar Maximum

— Trapped Proton Levels Lower,
Electrons Higher

— GCR Levels Lower

— Neutron Levels in the Atmosphere
Are Lower

— Solar Events More Frequent &
Greater intensity

— Magnetic Storms More Frequent —
> Can Increase Particle Levels in
Belts




The Effects

@ Radiation Effects and Spacecraft

s Critical areas for design in the
natural space radiation
environment

— Long-term effects

* Total ionizing dose (TID)
« Displacement damage
— Transient or single particle effects




@ Totai ionizing Dose (TID)

» Cumulative long term ionizing
damage due to protons &

electrons
* Effects Erase Voltage vs. Total Dose for 128-Mb
- Th hold Shifts .—§14 Samsung Flash Memory
— Leakage Current 312
— Timing Changes 210
- Functional Failures w 8
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5
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@ Displacement Damage (DD)

* Cumulative long term non-ionizing damaggo‘:
due to protons, electrons, and neutrons oo‘
- Effects &
- Production of defects which resutts)®device
degradation %
— May be similar to TID effects & 075 ¢ o
— Optocouplers, solar 6@, linear bipolar ‘0 ™ c
devices * 7 o .0

o
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@ Single Event Effects (SEEs)

¢+ An SEE is caused by a singie charged particie as it passes
through a semiconductor material
— Heavyions
« Direct ionization
— Protons for sensitive devices
« Nuclear reactions for standard devices
« Effects on electronics
— If the LET of the particle (or reaction) is greater than the
amount of energy or critical charge required, an effect may be
seen
= Soft errors such as upsets (SEUs) or transients (SETs), or
+ Hard ructive) errors such as latchup (SEL), burnout {(SEB), or

@/ Radiation Effects on Electronics
and the Space Environment

* Three portions of the natural
space environment contribute to
the radiation hazard

— Solar particles

» Protons and heavier ions
- SEE, TiD, DD
— Free-space particles




The Environment in Action

Recent Solar Events —
A Few Notes and Implications

in Oct-Nov of this year, a series of X-class (X-45!) solar events took place
— High particle fluxes were noted
- Many spacecraft performed safing maneuvers
- Many systems experienced higher than normal (but correctable) data error rates
-~ Several spacecraft had anomalies causing spacecraft safing
- Increased noise seen in many instruments
- Drag and heating issues noted
- instrument FAILURES occurred
Two known spacecraft FAILURES occurred
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SOHO LASCO C2 of the Solar Event

Solar Event Effect - Solar Array
Degradation on CLUSTER Spacecraft

ANNEX 1 Evolmtion of the Sobar Amay Powes Som 14-Oct 1o 02 Nov 2003 when wo solar
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Science Spacecraft Anomalies During
Recent Solar Events

Type of Event Spacecraft/ Notes
instrument
S Pr R RHESSI 3 events; all recoverable
CLUSTER Seen on some of 4 spacecraft; recoverable
ChipSAT S/C tumbied and required ground command to
cormect
High B Ervor Rates GOES 9,10

#agnetic Torquers Disabiled GOES S, 10, 12

Science Instrument Anomalies During
Recent Solar Events

Type of Event Spacecraft/ ! Notes

Instrument
instrument Failure GOES-8 XRS Under investigation as to cause
Mars Under § igation as to ; power

Odyssey/Marie consumption increase noted; S/C alsc had a
safehold event - memory errors

NOAA-17/AMSU-A1 | Lost scanner; under investigation

Excessive Count Rates ACE, WiIND Plasma observations lost
GALEX UV Excess charge — tumned off high voitages;
Detactors Adso Upset noted in instruament :
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@ Selected Other Consequences

Orbits affected on several spacecraft
Power system failure
— Malmo, Sweden
High Current in power transmission lines
— Wisconsin and New York
@ c ‘ | - l- noi“ -
FAA issued a radiation dose alert for planes
flying over 25,000 ft

[ ]

NASA Approaches to Electronics:
Flight Projects and Proactive
Research

' Return to Mars
2003/200¢




& NASA Missions —
A Wide Range of Needs

o NASA typically has over 200 missions in some
stage of development
— Range from balloon and short-duration low-earth
investigations to long-life deep space
— Robotic to Human Presence
Radiation and reliability needs vary
‘commensurately

@ Implications of NASA Mix

s Prior to the new Presidential “Moon-Mars”
vision
— >90% of NASA missions required 100 krad(Si)
or less for device total ionizing dose (TID)
tolerance
< Single Event Effects (SEEs) were prime driver
— Sensor hardness also a limiting factor Lumm
= Many missions couid accept risk of anomalies as NASA archives
longa mnbhmm
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@ NASA Approach to RHA

+ With commercial technology sensitivity to SEU
increasing and limited radiation hardened
offerings, a dual approach to RHA needs to be
installed

— A systems approach at the flight mission level, and

~ Proactive investigation into new technologies

Rockwell/Hawaii 2048x2048
5um HgCdTe NGST FPA (ARC)

A Systematic Approach to Flight
Project Radiation Hardness
Assurance (RHA)
L B NS B’&
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@ Sensible Programmatics for Flight RHA:

A Two-Pronged Approach for Missions

s Assign a lead radiation engineer to each spaceflight
project
— Treat radiation like other engineering disciplines
« Parts, thermal,...
— Provides a single point of contact for all radiation issues
« Environment, parts evaluation, testing,...
Each program follows a systematic approach to RHA
- mmu@mmmemﬂnmm

@ Flight Program Radiation Hardness
Assurance (RHA) Fiow

" Environment /\ AN /7~ Design O\ |
Definition / Project | “\_Evaluation / In-Flight
; Requirements | 7 @aﬁiy

External Environment Parts List Screening T
Radiation Technology
Environment in Characterizations, Performance
the presence of ; (l:n:“trumzt:‘t A ly
the s Technology Hardness and Performance Haschition

Design Margins | Predictions
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@ Radiation and Systems Engineering:
A Rational Approach for Space Systems

* Define the Environment
— External to the spacecraft
» Evaluate the Environment
- Internal to the spacecraft
» Define the Requirements
— Define criticality factors
» Evaluate Design/Components
— Existing data/Testing/Performance characteristics
- “Engineer” with Designers
e — Parts replacement/Mitigation schemes
|+ Iterate Process
Review parts list based on updated knowledge

Approach to Insertion of New
Electronics
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@ Microelectronics: Categories

¢ Microelectronics can be split several ways
- Digital, analog, mixed signal, other
- Complementary Metal Oxide Semiconductor (CMOS), Bipolar, etc...
— Function (microprocessor, memory, ...)
s There are only two commercial foundries (where they build devices)
in the US dedicated to building radiation hardened digital devices
— Efforts within DoD to provide alternate means of developing hardened
devices
+ Hardened-by-design (HBD)
¢ Provides path for custom devices, but not necessarily off-the-shelf devices
- Commercial devices can have great variance in radiation tolerance from
device-to-device and even on multiple samples of same device

The Digital Logic Trends

« Standard CMOS

— Feature sizes are scaling
(shrinking) to sub-0.1 micron sizes _ o= -
» Faster devices, lower operating

£

voltages § romce

— Reduced electrical margins within ; 1 o006

devices Z 1 00E-10

— New dielectrics are being used 5 ooens
- = A < 00 200 400 800 00 100 0 20. 140

— Thickness of gate oxide is being T '

diminished Higher speed digital operation can defeat

18




@The New Challenge: Changes in CMOS
Technology and Design

o SEU -

Single Event Upset”

ative Event Rates per Bit or Device

@ Analog/mixed signal

* Not scaled as aggressively
(need higher voltages to get
analog range)

— Efforts to improve electrical
performance have reduced
reliability and signal margins
within the device

SET Pulse Amplitude, V




@/ Efforts to “Harden” Commercial
Microelectronics

« With limited radiation hardened by process
(RHBP) foundries available, many organizations
are seeking alternate approaches:

— Radiation-hardened by design (RHBD) — using non-
invasive circuit techniques to utilize commercial
foundries to build hardened circuits, and

— Radiation-tolerant system architectures — building a

 some loss of operating time or data. e

@ New Technologies — Sampie issues

. Ultra-hlgh Speed P Jmzx 120 SiGe HBT 127 bit Register at 12.4 Gope
- Devices that may be relatively | e v

tolerant at low-speed (<100 MHz)  § 1oceo 105
have vastly increased SEU R, G c
sensitivity ;:‘ htgh-s.;;p.;ds (>1 GHz) " PRS-
- New technologies don'tfitoid ~ § 1] = |
models i 10608 o Anomalous angular effects atiow LET
- Sensors sy ol
— Noise, damage, etc. can limit 2 » - b 0 wo
device performance (such as an Effects of heavy ions on Site Govices 51 12 GHz speeds;
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@ Insertion of New Technologies -
A Mission Perspective

p—— ,'/‘\\

= . System Test Launch / ‘

* NASA mission timeframes rarely & Operations |

allow for a technology development _—
path Development 1
— For a 2008 launch, for example, 1

technology freeze dates are likely Techristogy
2005 or earlier —
« Technology must be moderately T
mature when a mission is being Deveiopment T
developed —
— There may be time to qualify a Research to Prove

device, but there may not be time fo  Fersivility L
develop/validate a new technology RIS |

@/ Insertion of New Technologies
An Approach

Develop knowledge-base of
existing technology
information

Determine

reliability/radiation gaps
Performance ground-based

21




@ Radiation Test Issues - Fidelity

Combined Individual
Mixed p Omnidie 1 Single p y Unid
species effects environment sources effects environment
Broad snergy i Actual Monoenergetic Accelerated
spectrum Pl € particie rates spectrum Gecund € particie rates
Test Test
{Muitiple tests with
varying sources)
A CONGHIONS G == = == = = == = = = = Simuiaied condilions

The Physics Models of Space
Radiation — Environment to Target

— Predictive model of the external

External Space Environment space radiation environment that
% , / impinges on the spacecraft
{ Fa ~ Predictive model of the interaction

of that environment with the

22




@ Gaps for New Technologies

+ Simpie exampie citing tool limitations

— CREMES96 Tool (standard SEU rate tool)

» Assumes the sensitive portion of the device (flip-flop)
looks like a rectangular parallel-piped (RPP)
< Data over the last few years has shown the RPP model
doesn’t always fit modemn technologyi/circuits
- Single event transient (SET) i for higher speeds

— Diffusion effects noted in SDRAMSs (synchronous dynamic random
access memories)

— Non-buik CMOS test results
o PEa o 138 G BT 127 bt Regeie o 124 Goge
[*oue {:x._nx Expected curve shape (RPP}
me after Reed| 2002 Lk

10603 F—-.u.uu F
s -
Sl S
10604

'uum-‘oam (e
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@’ Implications of Space Radiation
Technology “Gaps”

- Simplifying assumptions (such as RPP) used in many
existing tools are inadequate for new technology
performance

- Use of existing tools for predictive purposes may add
large risk factors onto NASA missions (significant under
or over prediction of performancej

- Physics-based models could provide a more accurate
solution using physics-modeling codes (GEANTAY,
MCNPX, etc.)

» Comprehensive tool suite is desired using physics-
based codes

- Requires careful technology characterization and

- Chatienge is to make the 100! sulte reafizable (Le., physics-  Sample particle inferaction of
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@Flight Experiments - Validating Technology

and Environment Interactions

- Differences exist between ground-based
radiation tests and the actual space
environment

- Energy spectrum

— Directionality

- Mixed environment

~ Particie arrival rates (flux or dose)

Flight experiments and/or monitoring

NASA'’s Living With a Star (LWS) Space
Environment Testbed (SET) -
A Dual Approach to Flight Validation

+ Data mining - Flight experiments
— The use of existing flight = m‘:’?:“ mi;?;\ductor
data to validate or develop
2 to material) performance with
improved models and bl s t space
environment (radiahon, uyv,
etc.)
« Model/technology validation

and not device validation are

24




Final Comments and Future
Considerations

@ Technology, Testing, and Flight

< Technology complicates radiation effects
- Speed, Thermal, Fault isolation, Packaging: die access!, etc
+ SETs are the “new” effect in digital devices
- Ultra-low noise science instruments
»  Future facility issues
- Beam structure
- Issue: At-speed testing
— Microbeam
« issue: isolation of errors / identification of sensitive junctions
- High energy heavy ions - Michigan State University (MSU)
National Superconducting Cyciotron Labs (NSCL) now open for

+ Iwsun: increased fidelity to space environment
- lssue: improved ion penetration {packaging issues?)
- Insue: Thermat (open air testing possible)

« Nanotechnoiogies? MEMS?
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